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OS+Halo MSc - Halozatok

oHalbzat alapok ismétles
>*Szokasos” ISO/OSI modell
>Ethernet

>TCP/IP




Halézatok — ISO/OSI modell
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Ethernet

>Adatkapcsolati reteg
>MAC — Media Access Control

>Minden allomasnak (interfésznek) egyedi

MAC cim: (fizikai cim)

«6 byte: 3 byte gyarto ID, 3 byte “sorszam”
00:22:4d:51:27:7b

SFizikal réteg:

«10BaseX, 100BaseX, 1000BaseX, 10GBaseX, 100G...
«Eredetileg osztott hozzaferés, kes6bb pont-pont jellegl
oEthernet: Manchester kodolas

oFast Ethernet 4b/5b, MLT-3 kddolas, 2x2 drot

«Gigabit Eth, 4D-PAMS, Trellis, 2x4 drot (két iranyban)
02.5G/5G/10G/40G/100G: Forward Error Correction




Ethernet keret 802.3

Ethernet

Destination
address

Field length,
in bjtes 1 46-1500

gDestination Source 802 2 header
E address address and data

SOF = Startof-frame delimiter
FCS = Frame check sequence

21500 alatt Length
21500 felett Type




Ethernet keret 802.3

J

10101010101010101010101010101010101010101010101010101010101010

%/—/

Preamble - 64 bits (8 bytes)

>MTU: 1500 byte adat
» : 9000 byte adat (Gbit Ethernettol)




100BaseTX 4b/5b

>4b/5b - 4 bit adat — 5 bit szimbolum

0[0/0]0
0001
0010
0011
0100
0101
0110
0111

11110
01001
10100
10101
01010
01011
01110
01111

1000
1001
1010
1011
1100
1101
1110
1111

10010
10011
10110
10111
11010
11011
11100
11101




100BaseTX MLT-3

clock | [ | [ L] L L

Data

1 0 1 0 O 1 1 1 0 O 1

MLT-3 |
|

>Multi-Level Transmit







100BaseTX Eth keret







Fenykabelek

>Multimodusu (Multi-Mode — MM)

¢ 125u/65u, 125u/50u (kopeny/mag)
>Monomodusu (Single-Mode — SM)
0 125u/7-8-9-10p

>Gradiens (Graded index)

PVC Jacket
(Non-Plenum) or
Fluoride Co-Polymer
Jacket (Plenum)

Glass Fiber

Cladding

coanng

Aramid
Strength Member




Fenykabelek

>Fénysebesség kulonbozo anyagokban

~(299,792,458/n)

Jvacuum 1.0
clevego 1.0003
>jeg 1.31
oViz 1.33
cuveg 1.5

>Kuls6 EM zajra erzéketlen
>Nem sugaroz ki ,zajt”

299,792,458 m/s
299,702,547 m/s
228,849,204 m/s
225,407,863 m/s
199,861,638 m/s

+(pl. ,Van Eck Phreaking” / Tempest)

ohttps://www.youtube.com/watch?v=BpNP9b3alfY

ohttps://www.youtube.com/watch?v=Z2Z5HS8GWIlec

Mube DS ://www.youtube.com/watch?v=HYYm9Lin8X4




Fenykabelek

/\

Axial Mode - shortest distance to travel
Low Order Mode - shorter distance to travel
s High Order Mode - long distance to travel

Singlemode Fiber Singlemode Fiber Singlemode Fiber
e S e e e S
Multimode Fil Multimode Fiber Multimode Fiber




Fenykabelek
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Fénykabelek

Attenuation - Standard Fibre

SM-fiber, InGaAsP DFB-
InGaAsP FP-laser or LED laser,

~ 1990 q%tg;?‘lrﬂmpliﬁers
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sMincon Fenykabelek

Loss (dB/km)

700 800 900 1000 1100 1200 1300 1400 1500 1600 1700
Wavelengths (nm)

Optical band Wavelengths

(Original)-Band 1260 nm ~ 1360 nm
(Extended)-Band 1360 nm — 1460 nm

(Short)-Band 1460 nm — 1530 nm

(Long)-Band 1565 nm —~ 1625 nm




Fénykabelek

Fiber Attenuation Characteristics

Attenuation vs. Wavelength $-Band:1460-1530nm

2.0dB/Km - Fibre AttenuationCurve

0.5dB/Km -

0.2dB/Km -

f i t t ¥ | p—
1400 1500 1600

t 1 t ; t f
800 900 1000 1100 1200 1300

Wavelencath imn Nanometere (nm)
Wavelength in Nanometers (nm) C-Band:1530-1565nm
42




1270 nm
1290 nm
1310 nm
1330 nm

1550 nm
1570 nm
1590 nm
1610 nm

1528.77 nm
1529.55 nm
1530.33 nm
1531.12nm

1558.98 nm
1559.79 nm
1560.61 nm
1561.42 nm

Fenykabelek
Coarse Wavelength Division Multiplexing

Up to 18 channels
over one pair of fiber

&
CWDM

18 x CWDM 18 x CWDM

Dense Wavelength Division Multiplexing

Up to 80 channels
over one pair of fiber

<
DWOM

80 x DWDM (50 GHz)
40 x DWDM (100 GHz)

80 x DWDM (50 GHz)
40 x DWDM (100 GHz)

1528.77 nm
1529.55 nm
1530.33 nm
1531.12nm

1558.98 nm
1559.79 nm
1560.61 nm
1561.42 nm

>CWDM: 20nm

>DWDM: 0.8nm — 100GHz / 0.4nm — 50 GHz
https://www.youtube.com/watch?v=mKwsHmMnKbSI




Fenykabelek




Fenykabelek

Csatlakozo szerelés: https://www.youtube.com/watch?v=D3Ysyp8IIRE
Kabel toldas: https://www.youtube.com/watch?v=yVrzZW83fZhl Tube




Fenykabelek

o — Amp [— UL

Amplifier - amplifies only

. _r|_r1_

Regenerator - amplifies and reshapes

NN JUL

EDFA: https://www.voutube.com/watch?v=-QaYUcLvVDTA  Tube




Fenykabelek - PON
>(Gigabit) Passziv optikai hal6zat - (G)PON

Up to 32 with B+ Optics
Up to 64 with C+ Optics

CENTRAL OFFICE

<

20 km MAX

B> 1490 GPON Downstream (2.5 Gbps)
= 1310nm GPON Upstream (1.25 Gbps)

uee https://www.youtube.com/watch?v=6EWWFc7yS90




Fenykabelek - PON
>(Gigabit) Passziv optikai halozat - (G)PON

Output fiber array
Input fiber amray (PLC) Chip utput fiber array Output

ribbons
Input

Protective material Housine
usually RTV, silicone or gel Adhesive v
Most likely failure points Waveguide

Adhesive bonded interface

Ribbon

Splitter Output fiber
fiber array chip fiber array
{single fiber) (1 x 8) (eight fibers)

Fixing adhesive PLC chip Al housing Rubber boot

Single fiber Fiber array Al fixing block Eight-ribbon fiber
{b)




DOWNSTREAM

« OLT Sends frames of data
to splitter continuously

« Splitter sends same set of
frames to each ONU

« ONU Filters out only frames
specific to a user and discards
all other frames

JOWNSTREAM

UPSTREAM

 Each user is given a time
slot on which data can be
transmitted (TDM)

» Upstream traffic is not
continuous, but composed
of bursts

TIMESLOT

OPTICAL SPLITTER UPTO32 1.244 Gbits/s UPSTREA

In a GPON Optical network, users are allocated time slots. During these times, they cna transmit their data from remote terminals.




Fenykabelek

>Submarine cable, repeater-el
“mee'tps://www.youtube.com/watch?v=Q61DHtgFqa0

>Capa

Jiitps://www.youtube.com/watch?v=XMxkRh7sx84

ohttps://www.submarinecablemap.com/
ohttps://submarine-cable-map-2018.telegeography.com/

¢ https://coub.com/view/ysyeh




400G Ethernet

>Szabvanyositas alatt

SFEC
oForward Error Correction




Ethernet Halozatok

>Repeater

» TObb haldzati szegmens 0sszekapcsolasahoz
«Jelismetlo. (Erdsit, kondicional, levalaszt...)
«Media konverterkent is lehet.

oLayer1-ben mukodik.

>Hub/

«Pont-pont kapcsolatokbol szimulalja az
uzenetszorasos csatornat

oLayer2-ben mukodik.

oltt is lehet media konverter funkcid




Halozatok

>Mediak: gyakorlaton

>TCP/IP protokollcsalad

IP — Internet Protocol (L3)

o TCP — Transmission Control Protocol (L4)

+«UDP — User Datagram Protocol (L4)

«ICMP — Internet Control Message Protocol (L4)
oIGMP — Internet Group Management Protocol (L4)
oStDh.




Halozatok

2IP — Internet Protocol

oLayer3, 3. reteg

oAlatta mas-mas féle L2/L1
protokollok/interfeszek lehetnek

«Minden allomasnak (interfész) sajat IP cim
« lartomanyokban kiosztva

«|P csomagok




IP csomag

0

Version | [HL Type of Service Total Length

dentification Flags Fragment Offset

Time To Live Protocol Header Checksum

Source [P Address

Destination IP Address

Options




IP csomag — WireShark sniffer

00 23 ¢d 15 a5 58 00 22 4d 51 27 7b 08 00 Foo X MQ'{
00 54 1a 54 40 00 40 01 98 97 c0 a8 01 Ob c1 06

08 00 47 0f 10 9 00 02 aa d6 2d 54 00 00
00 00 fa f7 0e 00 00 00 00 00 10 11 12 13 14 15
161718191alblcld lelf 2021 22324 25

262728202222 2230313233343 & ()M, /012345
36 37 67




IP — Cimosztalyok (anno)

| |Network ID | |Host ID

Network 1D: 0.0.0.0t0127.00.0 (126 netwarks)

Host ID: 0.00 to 255.255 255 (16M+ hosts)

Network ID: 128.0.0.0 to 191.255.0.0 (16,384 networks)
ClassB [1pb || || ||
Host ID: 0.0 to 255 .255 (65,534 hosts)

Network 1D: 192.0.0.0 to 223.255.255.0 (2M+ network s)

cassC [1fi]p || || ||

Host ID: 0 to 255 (254 hosts)
Network |ID: 224 .0.0.0to 239.255.255 255

Pl ] | |

Network ID: 240.0.0.0to 255.255.255.255

duim |




Halozatok
SIP — Internet Protocol

+ARP: Address Resolution Protocol (L3)
o2-3. szint kozotti cimosszerendeles
o(MAC vs. IP cim)

oBroadcast: "Kie ez az IP cim?”

«Unicast valasz: "Az enyem!”

oEz az altalanos hasznalat, de lehet mas is

oeSubnet, subnet mask
©193.6.5.0/255.255.255.0

©193.6.5.0/24

1111 1111 1111 1111 1111 1111 0000 0000




IP Halozatok

>Router

«Forgalomiranyito (Layer3)

«Lehet sok vagy kevesebb interfesze

«IP csomagok celcimet nezi

oIsmeri, hogy melyik interfészen/portjan melyik
halozat (IP tartomany) talalhato/erhet6 el
oLehet neki is default gateway-e termeszetesen
«Mi torténik ha nem tudja merre van?

«|CMP — Destination unreachable

«Eleinte IP osztaly szerint

«Késobb CIDR/VLSM (manapsag is)
«Classless Inter-Domain Routing

«Variable Length Subnet Masking
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Hey
What's your address? ;.05 pur v

173.168.15.10 7:05 PM

No man. Your local address. 795 py

127.0.0.1 ;.06 pims

Oh you geeky nerd!!!

| mean your physical address.
11:46 PM &/

29:01:38:62:31:58 1747 o




IP Halozatok - NAT

SNAT — Network Address Translation
«Konyhanyelven: “osztja az internetet...”

A belso halozatban privat cimeket hasznalunk
«Ezeket a tartomanyokat szandekosan

nem routeoljak a routerek (de akar ezt is lehet)
«Kifelé nezve csak 1 vagy néhany igazi publikus
cim van

oHa a NAT eszkoz
kicseréli a forrascimet egy a NAT eszkozhoz
tartozo cimmel (sajatjaval akar), illetve a portokat is.
«Az erre cimzett valasz igy neki fog szolni, de
mivel megjegyezte, hogy ezt 0 cserelte ki, igy
vissza tudja irni most a celcimet az eredetileg
kezdemenyezoO allomas cimeére.




IPv6 Halozatok

>IPv6
« 'Elfogy az internet! Jaj!”
o Tény, hogy egyre kevesebb hasznalhato IPv4 cim

van
«Hosszabb cimek: 128-bit, 16-byte

eHexadecimalisan, “:“-al elvalasztva
«2001:0738:6001:0500:0000:0000:0000:0004
«2001:738:6001:500::4
«2001:738:6001:500::ffff

« Tehat gyakorlatilag normal hasznalat mellett
“kvazi vegtelen” cim allna rendelkezesre




IPv6 Halézatok

>IPVv6
o |f you run IPv6 then you're a c001:d00d.”
«‘IPv4 is soon dead:beef.”

02a03:2880:f107:83:face:b00c:0:25de




IPv6 Halozatok

>IPv6

«Cimek hosszabbak, de a csomag felepites
segyszerusodott

oNincs broadcast, csak , unicast es anycast

«Nincs ARP, helyette ICMPVv6 Neighbour-
discovery/solic.

«Beepitett host konfiguracio:
olink-local
«stateless autoconfig




IPv10...

>IPv10
ohttps://tools.ietf.org/html/draft-omar-ipv10-01

Pv4 — |Pv6
Pve — IPv4
Pv4 — |Pv4
Pvo — |IPv6

»128-bit a cimmezO mindig
«IPv4 esetén az elso6 96-bit O

128-bits




Halozatok
SNMP
>SNMP hasznos dolog
>Simple Network Management Protocoll
SUDP felett mUkodik a 161/162 porton

clLekerdezésre hasznalhato
+MIB-ek (Management Information Base)

alapjan, pl:
.1.3.6.1.2.1.2.2.1.10.1 -
1fInOctets
.1.3.6.1.2.1.31.1.1.1.6.1 -
1fHCInOctets

o|F-MIB::ifInOctets.1 = Counter32: 1236748039
ol F-MIB::ifHCInOctets.1 = Countero4: 1237401137

>Trap-ek




Halozatok
SNMP

>snmpwalk
«snmpwalk -c public -v 2c 193.6.5.4
ssnmpwalk -c publlc -v 2¢ 193.6.5.4 ifInOctets

IF-MIB::1fInOctets.1 Counter32: 3577452025
IF-MIB::1fInOctets.?2 = Counter32: 836574960
IF-MIB::1fInOctets.3 = Counter32: 119059689
IF-MIB::1fInOctets.4 = Counter32: 2308354988

>snmpget

snmpget -c¢ public -v 2c¢c 193.6.5.4 1fInOctets
IF-MIB::1fInOctets = No Such Instance currently
exlsts at this OID

snmpget -c public -v 2c 193.6.5.4 1fInOctets.l1
IF-MIB::1fInOctets.l = Counter32: 3577604449




Halozatok
S\ L

MECaS GigabitEthernet3/8

M
M
M
2
= M
v
b M
e M
a
M
0w
o M
L
M
M
0

Tue 12:00 Wed 00: 00 Wed 12:00

@ Max Average bits in @ Average bits in @ Max Average bits out

W Average bits out _
Average bits in Last: 958.4M Avg: 686.3M Min: 338.8M Max: 958. 4M

Average bits out Last: 757.0M Avg: 574.2M Min: 78.6M Max: 940. 4M
Last updated at Wed Mar 25 21:40:06 2009




Halozatok
S\ L

/ 1001999

4341130 Id01

e
-
Q
Q
D 1]
L]
[ =
D)
v 3
L)
-

e

K

Fri Sat Sun Mon Tue Wed Thu Fri Sat

B Max Average hits in B Average bits in M Max Average bits out M Average bits out

Average bits in Last: 636.6M Avg: 301.1M Min: 39.8M Max: 862.4M
Average bits out Last: 958.9M Avg: 523.4M Min: 177.7M Max: 1.16

Last updated at Sun Mar 30 23:03:06 2008




Halozatok
S\ L

MECaS5 Port-channel2??

Z 1001044

4341130 I301

]
-
Q
Q
v
“
5
L
2
“
4+
o
K]

06:00 12:00 18:00 00:00 06:00 12:00 18:00

B Max Average bits in M Average bits in B Max Average bits out WM Average bits out

Average bits in Last: 1.46 Avg: 1.06 Min: 485.4M Max: 1.4G
Average bits out Last: 1.4C Avg: 1.06 Min: 486.6M Max: 1.4G

Last updated at Thu Sep 27 21:48:39 2007




Halozatok
Internet...

>AS — Autonomous System
«ASN — AS number

>BGP — Border Gateway Protocol (v4)
opl.: HUNGARNET, NIIF

>peering

>lnternet eXchange (1X), BIX

oTier 1, 2, 3 halozat

>IP tranzit / IP peering




Halozatok

NIIF/HUNGARNET backbone
Marg:h 2009
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Halozatok

NIIFI/HUNGARNET DF backbone
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Halozatok

NIIFI/HUNGARNET DF backbone
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HBONE DF backbone
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Halozatok
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P T ———

1GE

GEANT Bp.

10/100ME

Juniper To40

GEANT tartalék g
Bécs - -
Sulinet peering

TeliaSonera

NIIFT snyek
+peering kapcsolatok nxGE

Magyar Telekom

BIX (tartalék)
c72.bogon.vh

c72.mlin.vh
T206VXR

c72.securevh
7206 VXR

Szeged

Miskolc

Debrecen

Veszprém
nxGE

» NIIFI tagintézménye

BME




Halozatok
Internet...

http://itf2.njszt.hu/324rtr4/uploads/A-hazai-internet-kezdete.pdf

http://kifu.gov.hu/szolgaltatasok/ikt/infrastruktura/hbone




Halozatok

Transit Transit

Transit Transit

Peering

Transit

u|

Customer




Halozatok

BIX traffic summary:

:: Aggregated IPv4 traffic :: Aggregated IPv6 traffic

ISZT BIX Central Node :: More information...

H-1132 Budapest, Victor Hugo u. 18-22,

Member Link type AS number Cat. RS Switch-port Router IPv4 address Router IPvE

3C Telecom
3C Telecom
ACE Telecom

Member
Member
Member

Member

AS3244
AS3244
AS50261

B

VH-C6509 Gi9/40
VH-E1200i-1 Gi0/14
VH-E1200i-1 Te6/1

193.188.137.18

193.188.137.35
193.188.137.157
193.188.137.158

ACE Telecom
Antenna Hungaria

AS50261
ASE8990
AS20568
AS20568
ASSS580

VH-E1200i-2 Gi0/8
VH-E1200i-1 Te10/1
VH-E1200i-1 PoS
VH-E1200i-2 Po5S
VH-E1200i-2 Te6/2

193.188.137.39
193,188,137.168
193.188.137.169
193.188.,137.162

Member 2001:7F8:

Antenna Hungaria Member

Antenna Hungaria Member

Atrato IP Networks

Member 2001:7F8:

British Telecom

Business Telecom

DIGI
Deninet
Doclerweb
Dravanet
Enternet
Externet
FiberNet
GTS BIX Node
GTS Hungary

GTS Hungai
Giganet BIX Node

Hungarnet

Member
Member
Member
Member
Member
Member
Member
Member

Member

BIX backbone

Member

Member

BIX backbone

ASS5400
AS44911
AS20845
AS29278
AS34655

AS197248

AS15467

AS12594

AS34588
AS3340
AS8358

AS1955

M ©® ® ® ©® © ® © ® © ©® © » p @ ©® @ © © ©@

VH-E1200i-1 Gi0/24
VH-E1200i-2 Te7/3
VH-E1200i-1 Po7
VH-E1200i-1 Po3
VH-E1200i-1 Te7/1
VH-E1200i-1 TeS/3
VH-E1200i-1 Te3/1
VH-E1200i-1 Poll
VH-E1200i-1 Poll
VH-C6509 Gi4/1
VH-E1200i-1 TeS/2
VH-E1200i-2 Po4
VH-E1200i-1 Gi0/28
VH-E1200i-1 Te4/3

193.188.137.53
193.188.137.146
193.188.137.96
193.188,137.122
193.188.,137.134
193.188.137.77
193.188.137.63
193.188.137.43
193.188.137.133
193,188,137,
193,188,137,

193,188,137,

2001:7F8:35:
2001:7F8:35
2001:7F8:35:
2001:7F8:35:
2001:7F8:35:;
2001:7F8:35:
2001:7F8:35:




Halozatok

BIX Aggregated Traffic

Bits per Second
O 000000000

Thu 18: 00 Fri 00:00 Fri 06:00

Timerange from 2016.10.20 12:54:27 to 2016.10.21 12:54:27
Traffic Statistics Maximum Average Minimum Current
B Incoming: 188.7 Gbit/s 101.5 Gbit/s 29.8 Gbit/s 115.7 Gbit/s
B Outgoing: 186.2 Gbit/s 101.6 Gbit/s 29.9 Gbit/s 116.0 Gbit/s
B Daily timerange marker Graph generated at: 2016.10.21 12:50:34

BIX Aggregated Traffic

200
180
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140
120
100
80
60
40
20

Bits per Second
OO0 000000 OO0

Sat Sun Mon Tue Wed Thu

Timerange from 2016.10.14 12:54:27 to 2016.10.21 12:54:27
Traffic Statistics Maximum Average Minimum Current
B Incoming: 191.6 Gbit/s 101.2 Gbit/s 28.5 Gbit/s 114.8 Gbit/s
W Outgoing: 192.2 Gbit/s 101.5 Gbit/s 28.5 Gbit/s 115.0 Gbit/s
B Weekly timerange marker Graph generated at: 2016.10.21 12:50:34




Halozatok

BIX Aggregated Traffic

Bits per Second

G
G
G
G
G
G
G
G
G
G

Mon 18:00 Tue 00: 00 Tue 06:00 Tue 12:00

Timerange from 2017.09.11 13:20:07 to 2017.09.12 13:20:07
Traffic Statistics Maximum Average Minimum Current
B Incoming: 190.0 Gbit/s 103.5 Gbit/s 32.2 Gbit/s 114.8 Gbit/s
B Outgoing: 187.2 Gbit/s 103.4 Gbit/s 32.1 Gbit/s 111.2 Gbit/s
B Daily timerange marker Graph generated at: 2017.09.12 13:20:08

BIX Aggregated Traffic

200
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140
120
100
80
60
40
20

Bits per Second
OO0 OO0 000 006

Wed Thu Fri Sat Sun Mon Tue

Timerange from 2017.09.05 13:20:07 to 2017.09.12 13:20:07
Traffic Statistics Maximum Average Minimum Current
B Incoming: 190.7 Gbit/s 103.1 Gbit/s 28.8 Gbit/s 116.8 Gbit/s
B Outgoing: 192.1 Gbit/s 103.1 Gbit/s 28.7 Gbit/s 116.8 Gbit/s
B Weekly timerange marker Graph generated at: 2017.09.12 13:20:08




Bits per Second

Halozatok

BIX Aggregated Traffic

80
60
40
20

Bits per Second
OO0 000 0006

0
Mon 00: 00 Mon 06:00 Mon 12:00 Mon 18: 00

Timerange from 2018.10.14 23:58:29 to 2018.10.15 23:58:29
Traffic Statistics Maximum Average Minimum Current
B Incoming: 186.3 Gbit/s 99.1 Gbit/s 31.0 Gbit/s 77.4 Gbit/s
B Outgoing: 177.0 Gbit/s 96.6 Gbit/s 30.9 Gbit/s 73.7 Gbit/s
B Daily timerange marker Graph generated at: 2018.10.15 23:58:29

BIX Aggregated Traffic

OO OO0 OO0

Tue Wed Thu Fri Sat Sun
Timerange from 2018.10.08 23:58:29 to 2018.10.15 23:58:29

Traffic Statistics Maximum Average Minimum Current

B Incoming: 192.2 Gbit/s 100.7 Gbit/s 32.0 Gbit/s 81.5 Gbit/s
B Outgoing: 184.4 Gbit/s 98.4 Gbit/s 31.9 Gbit/s 78.7 Gbit/s
B Weekly timerange marker Graph generated at: 2018.10.15 23:58:29




Deninet - 20G

Bits per Second
O HFN W &U N NOW
OO0 000 0000

Thu 18: 00 Fri 00:00 Fri 06:00 Fri 12:00

Timerange from 2016.10.20 12:55:26 to 2016.10.21 12:55:26
Traffic Statistics Maximum Average Minimum Current
B Incoming: 5.1 Gbit/s ( 26%) 2.6 Gbit/s ( 13%) 524.8 Mbit/s ( 3%) 3.0 Gbit/s [ 15%)
Bl Outgoing: 9.1 Gbit/s ( 45%) 4,1 Gbit/s ( 20%) 917.2 Mbit/s ( 5%) 4.4 Gbit/s ( 22%)

GTS Hungary - 10G
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l1.06

Bits per Second

L Thu 18: 00 Fri 00: 00 Fri 06:00 Fri 12: 00
Timerange from 2016.10.20 12:58:49 to 2016.10.21 12:58:49

Traffic Statistics Maximum Average Minimum Current

@ Incoming: 4.3 Gbit/s ( 43%) 2.3 Gbit/s ( 23%) 564.2 Mbit/s ( 6%) 3.3 Gbit/s ( 33%)
B Outgoing: 1.1 Gbhit/s ( 11%) 564.8 Mbit/s ( 6%) 190.1 Mbit/s ( 2%) 667.0 Mbit/s ( 7%)

DIGI - 40G
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2 Thu 18: 00 Fri 00:00 Fri 06:00 Fri 12:00
Timerange from 2016.10.20 12:58:59 to 2016.10.21 12:58:59

Traffic Statistics Maximum Average Minimum Current

B Incoming: 10.5 Gbit/s ( 26%) 4.4 Gbit/s ( 11%) 904.6 Mbit/s ( 2%) 4.6 Gbit/s ( 11%)
B Outgoing: 10.5 Gbit/s ( 26%) 4.9 Ghitss ( 12%) 977.4 Mbit/s ( 2%) 5.5 Gbit/s ( 14%)

B Daily timerange marker or bandwidth limit Graph generated at: 2016,10.21 12:55:07



Eth és IP vs. Linux

SLinux halozati konfiguracio
SEthernet eszkozok

>IP cimzes

>ARP tabla

>Statikus route-olas

>Egyszerl tesztprogramok (ping/traceroute)
SHost/DNS

>Whois

SEthernet interfészek manipulalasa
>VLAN

>Bonding

>DHCP




Halozatok
ifconfig

difconfig kulonboz6 OS-eken
oifconfig = interface config

kamm@szaguldo-kamaz:~$ ifconfig

ethO Link encap:Ethernet HWaddr 00:07:E9:F5:D1:9E
inet addr:193.6.2.2 Bcast:193.6.2.255 Mask:255.255.255.0
inet6 addr: fe80::207:e9ff:fef5:d19%e/64 Scope:Link
inet6 addr: 2001:738:6001:200::c64/64 Scope:Global
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:452864 errors:0 dropped:0 overruns:0 frame:0
TX packets:27944 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:68334842 (65.1 MiB) TX bytes:3194810 (3.0 MiB)
Interrupt:17

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:109 errors:0 dropped:0 overruns:0 frame:0
TX packets:109 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:8215 (8.0 KiB) TX bytes:8215 (8.0 KiB)




Halozatok
ifconfig

oinet/inet6 cimek

oLink encapsulation: Ethernet

>HWaddr: Layer 2, MAC cim

SUP: interface aktiv, hasznalhato allapotban van
>DOWN: interface nincs aktivalva, az OS nem
hasznalja (ha a driver tamogatja akkor link sincs)
SBROADCAST: broadcast képes az eszkoz
SMULTICAST: multicast kepes az eszkoz
SRUNNING: LLC van (“poccentesek” megvannak-e)
SMTU: maximum transfer unit, max keretmeret
>Metric: az utvonal sulya

>A tobbi statisztika




Slnterfész al
o#t ifconfig et

Halozatok
ifconfig

apotok: down/up
N0 down

o#t ifconfig et

N0 up

>IP cim allitas
o# ifconfig eth0 192.168.30.3
o#t ifconfig eth0 192.168.30.3 netmask \

255.255.255
>IP Aliasing
(tobb IP cim

.0 broadcast 192.168.30.255

azonos interfeszen)

o# ifconfig ethO add 192.168.31.3
o#f ifconfig eth0:0 192.168.31.3




Halozatok
ifconfig

ethO Link encap:Ethernet HWaddr 00:07:E9:F5:D1:9E
inet addr:193.6.2.2 Bcast:193.6.2.255 Mask:255.255.255.0
inet6 addr: fe80::207:e9ff:fef5:d19%9e/64 Scope:Link
inet6 addr: 2001:738:6001:200::c64/64 Scope:Global
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:455041 errors:0 dropped:0 overruns:0 frame:0
TX packets:29794 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:68621685 (65.4 MiB) TX bytes:3363831 (3.2 MiB)
Interrupt:17

eth0:0 Link encap:Ethernet HWaddr 00:07:E9:F5:D1:9E
inet addr:192.168.31.3 Bcast:193.6.2.255 Mask:255.255.255.0

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
Interrupt:17

># ifconfig ethO del 192.168.31.3
o># ifconfig eth0:0 down




Halozatok
ifconfig

o># ifconfig eth1 0

ethl Link encap:Ethernet HWaddr 00:04:AC:7C:E1:81
inet6 addr: fe80::204:acff:fe7c:el1l81/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:6 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:0 (0.0 b) TX bytes:468 (468.0 Db)
Interrupt:21 Base address:0x8000




Halozatok
Routing Tabla

kamm@szaguldo-kamaz:~$ route
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref
193.6.2.0 * 255.255.255.0 U 0 0
default nabgw.szkp.uni- 0.0.0.0 UG 0 0

kamm@szaguldo-kamaz:~$ route -n
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref
193.6.2.0 0.0.0.0 255.255.255.0 U 0 0
0.0.0.0 193.6.2.254 0.0.0.0 UG 0 0

route add default gw 193.6.2.254 ethO

route add -host 193.6.5.33 ethl

route add -host 193.6.5.33 gw 193.6.2.254 ethl
route add -net 193.6.1.0/24 gw 193.6.5.33 ethO

szaguldo-kamaz:~# route add -net 193.6.1.0/24 gw 193.6.5.3 ethO
SIOCADDRT: Network is unreachable

a 193.6.5.3-t nem tudja hol van!

route del

Use

Use

Iface
ethO
ethO

Iface
ethO
ethO




Halozatok
ping

1) -> icmp echo request
2) <- icmp echo reply

szaguldo-kamaz:~# ping gold.uni-miskolc.hu
PING gold.uni-miskolc.hu (193.6.10.2) 56(84) bytes of data

64 bytes from gold.uni-miskolc.hu (193.6.10.2): icmp seg=1 ttl=63 time=0.256 ms
64 bytes from gold.uni-miskolc.hu (193.6.10.2): 1cmp seqg=2 ttl=63 time=0.210 ms

—-—-—- gold.uni-miskolc.hu ping statistics ---
2 packets transmitted, 2 received, 0% packet loss, time 999ms
rtt min/avg/max/mdev = 0.210/0.233/0.256/0.023 ms

szkdavid@gold:~$ ping kamm.hu
PING kamm.hu (81.2.253.36) 56(84) bytes of data.

64 bytes from webcode.hu (81.2.253.36): icmp seg=1l ttl=56 time=5.66 ms
64 bytes from webcode.hu (81.2.253.36): icmp seg=2 ttl=56 time=4.95 ms

-—-— kamm.hu ping statistics ---
2 packets transmitted, 2 received, 0% packet loss, time 1000ms
rtt min/avg/max/mdev = 4.957/5.309/5.661/0.352 ms




Haloézatok
traceroute

>TTL mezd IP headerben, minden routeren
csokken 1-el (route-olas el6tt)

>Ha epp ott elfogy, ICMP csomagot kuld vissza
(time-to-live exceeded)

szaguldo-kamaz:~# traceroute gold.uni-miskolc.hu

traceroute to gold.uni-miskolc.hu (193.6.10.2), 30 hops max, 38 byte packets
1 gatekeeper.uni-miskolc.hu (193.6.2.250) 0.282 ms 0.249 ms 0.213 ms
2 gold.uni-miskolc.hu (193.6.10.2) 2.662 ms 0.214 ms 0.317 ms




Haloézatok
traceroute

Egyik irany (odafele ut):

Host Loss% Snt Last Avg Best WrstStDev
1. 193.6.10.26 0.0% 75 0.3 0.3 0.2 1.6 0.2
2. kapus.uni-miskolc.hu 0.0% 74 0.6 0.6 0.5 2.4 0.2
3. c6513-2-tgbethl2-3.vh.hbone.hu 0.0% 74 4.5 15.3 4.4 138.5 29.7
4. bix.forpsi.net 0.0% 74 4.4 4.4 4.4 4.6 0.1
5. webcode.hu 0.0% 74 4.9 4.9 4.8 5.2 0.1




Haloézatok
traceroute

Masik irany (visszafele ut):

Host Loss% Snt Last Avg Best WrstStDev
1. gw—-fpsl.blazearts.hu 0.0% 22 0.4 0.5 0.4 0.6 0.1
2. bix.vha.iif.hu 0.0% 22 0.9 1.3 0.7 6.0 1.3
3. sup720-9-1.miskolc.hbone.hu 0.0% 22 5.1 4.9 4.6 8.6 0.8
4. 2727

5. gold.uni-miskolc.hu 0.0% 21 4.9 4.9 4.8 5.0 0.1




Halozatok
ARP tabla

>L.2<>L3 cimek osszerendeléséhez
>Automatikusan tartja karban az OS, de
manualisan is be lehet avatkozni

arp [-n]/ip neighbour

Manualisan uj bejegyzés (set):
arp -s 192.168.1.111 01:02:03:04:05:06

Manualisan torolni (delete):
arp -d 192.168.1.111




Halozatok
Hostname/DNS

>hosthname
o>cat /etc/hostname

szaguldo-kamaz:~# host szaguldo-kamaz.szkp.uni-miskolc.hu
szaguldo-kamaz.szkp.uni-miskolc.hu has address 193.6.2.2

szaguldo-kamaz:~# host 193.6.2.2
2.2.6.193.in-addr.arpa domain name pointer szaguldo-kamaz.szkp.uni-miskolc.hu.

szaguldo-kamaz:~# host -t NS iit.uni-miskolc.hu
iit.uni-miskolc.hu name server ns2.iif.hu.
iit.uni-miskolc.hu name server opal.uni-miskolc.hu.
iit.uni-miskolc.hu name server zeus.iit.uni-miskolc.hu.
iit.uni-miskolc.hu name server dns.uni-miskolc.hu.

szaguldo-kamaz:~# host -t MX iit.uni-miskolc.hu

iit.uni-miskolc.hu mail is handled by 30 odinZ2.iit.uni-miskolc.hu.
iit.uni-miskolc.hu mail is handled by 40 odin.iit.uni-miskolc.hu.
iit.uni-miskolc.hu mail is handled by 10 defenestrator.iit.uni-miskolc.hu.




Halozatok
Hostname/DNS

szaguldo-kamaz:~# host -t AAAA zeus.iit.uni-miskolc.hu
zeus.lit.uni-miskolc.hu has AAAA address 2001:738:6001:500::21

szaguldo-kamaz:~# host -t iit.uni-miskolc.hu
iit.uni-miskolc.hu has SOA record hera.iit.uni-miskolc.hu.
root.iit.uni-miskolc.hu. 458 43200 7200 1209600 86400

szaguldo-kamaz:~# host -t HINFO gold.uni-miskolc.hu
gold.uni-miskolc.hu host information "IBM-OpenPower720" "Linux/26"

szaguldo-kamaz:~# host -t TXT zeus.iit.uni-miskolc.hu
zeus.lit.uni-miskolc.hu has no TXT record




Halozatok
whois

>Publikus nyilvantarasban keres

>Domain vagy IP cim tartomanyt

>Bele van epitve, hogy melyik tartomany melyik
wholis szerverhez tartozik

>IPv4 es IPv6 egyarant

>Kulonboz0 szervezetek adminisztraljak:
Internic, RIPE, ARIN, IANA, stb.




domain:
org:
org:
address:
address:
address:
phone:
fax—-no:
hun-id:
admin-c:
tech-c:
zone-c:

domain pri ns:

reglstered:
changed:
reglstrar:

Halozatok
whois

uni-miskolc.hu

org name eng: University of Miskolc
org name hun: Miskolci Egyetem
Egyetemvaros

3515 Miskolc

HU

46-362-570

46-362-570

0940316001

2920705002

2990303023

2000226497
dns.uni-miskolc.hu[193.6.10.1]
1994.03.10 08:46:33

2005.12.14 15:46:49

1960215001




inetnum:
netname:

descr:
descr:

country:
admin-c:

tech-c:
status:

remarks:

mnt-by:
source:

Halozatok
whois

193.6.1.0 - 193.6.15.255
UNI-MISKOLC

Miskolci Egyetem
University of Miskolc
HU

LB18-RIPE

NB12-RIPE

ASSIGNED PA
hrcode=3della8lc
NIIF-MNT

RIPE # Filtered




Halozatok
Ethernet interfész manipulalasa

oket segedprogram: mii-tool, ethtool
>mii-tool parameterek nelkul meghivva
lekerdezi a linkek allapotat

slehet vele resetelni az interfészt, ujrainditani a
“‘poccentések” ertelmezeéset, kuldesét (auto-
negotiation), media-t (pl. UTP, optika) és
duplexitast raeroszakolni az interfészre ha
tobbet is tamogat

oroot jog szukseges hozza




Halozatok
Ethernet interfész manipulalasa

>ethtool kifinomultabb

osok funkcio a halozati kartya tipusatol es a
driver kepessegeitol fugg

>lehet ugyanugy media-t, duplexitast, allapotot
lekérdezni, hw offload engedestiltas
(checksum)

saltalaban ezekhez a parameterekhez csak
egyszer kell nyulni




Halozatok
VLAN

>Lehetoség van VLAN tagek (802.1q)
értelmezésere es eloallitasara Linux alatt
>Kernelben tamogatas szukseges

cHalozati kartya driver-enek is tamogatnia kell
oveonfig segédprogrammal lehet megadni,
hogy egy-egy interféeszen melyik VLAN-okat
kezelje

okulon virtualis interfészkent fognak jelentkezni
a VLAN-ok




Halozatok
VLAN

# vconfig add eth0 105
# vconfig rem eth0O 105

# ifconfig eth0.105

eth0.105 Link encap:Ethernet HWaddr 00:09:6B:8C:77:60
inet addr:193.6.5.32 Bcast:193.6.5.255 Mask:255.255.255.0
inet6 addr: 2001:738:6001:500::ffff/64 Scope:Global
inet6 addr: fe80::209:0bff:fe8c:7760/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:666033979 errors:0 dropped:0 overruns:0 frame:0
TX packets:674356735 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:O
RX bytes:4047391860 (3.7 GiB) TX bytes:3546280859 (3.3 GiB)




Halozatok
VLAN

# route -n

Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use
193.6.4.252 0.0.0.0 255.255.255.255 UH 0 0 0
193.6.5.0 0.0.0.0 255.255.255.0 U 0 0 0
193.6.2.0 0.0.0.0 255.255.255.0 U 0 0 0
127.0.0.0 0.0.0.0 255.0.0.0 U 0 0 0
0.0.0.0 193.6.5.254 0.0.0.0 UG 0 0 0

Iface
ethO.
ethO.
ethO.
1o

ethO.

102
105
102

105




Halozatok
Bonding

>Tobb interfesz egybefogasa egy virtualis
interfésszeé

>EtherChannel, Trunk, Link Aggregation, Linux:
Bonding (kotozes)

20 féle modszert ismer a csomagok
szétvalogatasara, a ket legfontosabb: round-
robin, LACP

o>round-robin (kerge rigo): minden csomag a
kovetkezO interfeszen megy ki, korbe-korbe jar
az interfész, ami aktiv




Halozatok
Bonding

SLACP: Link Aggregation Control Protocol
>Szabvany: IEEE 802.3ad

>Automatikus csatorna kialakitas az eszkozok
kozott

>Allapotokat hirdet az eszkoz a porton, vagy
csak figyel (aktiv/passziv)

>Aktiv<>Aktiv, Passziv<>Aktiv portok kozott
johet letre

>System identifier, port identifier

>Prioritas (rosszabb minoseqgu link, stb.)
>Mennyi aktiv legyen az aggr. portban




Halozatok
Bonding

Segedprogram: ifenslave
Uj interfész jon be: bond0

# ifenslave bond0 ethO ethl

# ifconfig bondO

bond0 Link encap:Ethernet HWaddr 00:15:17:0C:7E:38
inet addr:193.6.5.4 Bcast:193.6.5.255 Mask:255.255.255.0
inet6 addr: 2001:738:6001:500::4/64 Scope:Global
inet6 addr: fe80::215:17ff:felc:7e38/64 Scope:Link
UP BROADCAST RUNNING MASTER MULTICAST MTU:1500 Metric:1
RX packets:44708408 errors:0 dropped:0 overruns:0 frame:0
TX packets:43211360 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:O
RX bytes:21001059518 (19.5 GiB) TX bytes:34125431854 (31.7 GiB)




Halozatok
Bonding

eth0 Link encap:Ethernet HWaddr 00:15:17:0C:7E:38
inet6 addr: fe80::215:17ff:felc:7e38/64 Scope:Link
UP BROADCAST RUNNING SLAVE MULTICAST MTU:1500 Metric:1
RX packets:29185588 errors:0 dropped:0 overruns:0 frame:0
TX packets:21608151 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:13463285316 (12.5 GiB) TX bytes:17066310606 (15.8 GiB)
Base address:0x2020 Memory:08820000-b8840000

ethl Link encap:Ethernet HWaddr 00:15:17:0C:7E:38
inet6 addr: fe80::215:17ff:felc:7e38/64 Scope:Link
UP BROADCAST RUNNING SLAVE MULTICAST MTU:1500 Metric:1
RX packets:15523952 errors:0 dropped:0 overruns:0 frame:0
TX packets:21604021 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:7538035573 (7.0 GiB) TX bytes:17059241624 (15.8 GiB)
Base address:0x2000 Memory:08800000-b8820000




Halozatok
DHCP

>DHCP: Dynamic Host Configuration Protocol
(RFC2131)

>UDP 67,68 port

>IP cimet es egyeb halozati parametereket
lehet kerni tOle a hal6zaton

opl: netmask, default gateway, DNS kiszolgalo
cidokorlat is lehet a cimre

cadott tartomanybol oszt cimeket

slehetnek fix bejegyzesek




Halozatok
DHCP

default-lease-time 1800;
max—-lease-time 7200;

subnet 192.168.0.0 netmask 255.255.255.0 {
range 192.168.0.150 192.168.0.200;
option subnet-mask 255.255.255.0;
option broadcast-address 192.168.0.255;
option routers 192.168.0.10;
option domain-name-servers 192.168.0.10;

}

host recepcio {
hardware ethernet 00:0b:6a:23:34:90;
fixed-address 192.168.0.102;

}

host etterem {
hardware ethernet 00:0b:0a:23:34:91;
fixed-address 192.168.0.104;




Halozatok
DHCP

Azt, hogy melyik interfeszeken figyeljen a
dhcpd, parameterként kell megadni:

# dhcpd ethO eth1

Klienskent cimet kérni a dhclient segedprog-
rammal:

# dhclient ethO
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Halozatok
DHCP

Configuring network interfaces...Internet Software Consortium
DHCP Client 2.0pl5

Copyright 1995, 1996, 1997, 1998, 1999 The Internet Software
Consortium.

All rights reserved.

Please contribute if you find this software useful.
For info, please visit http://www.isc.org/dhcp-contrib.html

Listening on LPF/eth2/00:80:c8:05:26:9f

Sending on LPF/eth2/00:80:c8:05:26:9f

Sending on Socket/fallback/fallback-net

DHCPDISCOVER on eth2 to 255.255.255.255 port 67 interval 3
DHCPDISCOVER on eth2 to 255.255.255.255 port 67 interval 4
DHCPOFFER from 86.101.135.254

DHCPREQUEST on eth2 to 255.255.255.255 port 67

DHCPACK from 86.101.135.254

bound to 86.101.19.219 -- renewal in 72700 seconds.

done.
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onetfilter / iptables

oLinux kernelbe beépitett IP csomag szlr6/
manipulator

o>kulonbozo szabalyok alapjan lehet
befolyasolni a mukodeset

otobb fajta tabla létezik:

ofilter, nat, mangle, raw

>ezeken belul lancok:

oinput, forward, output

sprerouting, input, forward, output, postrouting
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# iptables -L -v
Chain INPUT (policy ACCEPT 107K packets, 90M bytes)
pkts bytes target prot opt in out source destination

Chain FORWARD (policy ACCEPT 0 packets, 0 bytes)
pkts bytes target prot opt in out source destination

Chain OUTPUT (policy ACCEPT 99757 packets, 21M bytes)
pkts bytes target prot opt in out source destination
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# iptables -t mangle -L
Chain PREROUTING (policy ACCEPT)
target prot opt source destination

Chain INPUT (policy ACCEPT)
target prot opt source destination

Chain FORWARD (policy ACCEPT)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)
target prot opt source destination

Chain POSTROUTING (policy ACCEPT)
target prot opt source destination
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# iptables -P FORWARD DROP

# iptables -A INPUT -s 193.6.5.33 -j DROP

# iptables -L -vn
INPUT (policy ACCEPT 110K packets, 9

Chain
pkts
0

Chain
pkts

Chain
pkts

bytes target prot opt in
0O DROP all —-- %

FORWARD (policy DROP 0 packets,

bytes target prot opt in

out source
%S 193.06.

out source

OUTPUT (policy ACCEPT 103K packets,

bytes target prot opt in

out source

1M bytes)
destination
5.33 0.0.0.0/0

0 bytes)

destination

21M bytes)
destination
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# iptables -L -vn

Chain
pkts
0

Chain
pkts

Chain
pkts

INPUT (policy ACCEPT 110K packets, 91M bytes)
bytes target prot opt in out source destination
O DROP all == &3 193.6.5.33 0.0.0.0/0

FORWARD (policy DROP 0 packets, 0 bytes)
bytes target prot opt in out source destination

OUTPUT (policy ACCEPT 103K packets, 21M bytes)
bytes target prot opt in out source destination

# iptables -F
# iptables -L -vn

Chain
pkts

Chain
pkts

Chain
pkts

INPUT (policy ACCEPT 112K packets, 92M bytes)
bytes target prot opt in out source destination

FORWARD (policy DROP 0 packets, 0 bytes)
bytes target prot opt in out source destination

OUTPUT (policy ACCEPT 104K packets, 21M bytes)
bytes target prot opt in out source destination
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# iptables -A OUTPUT -p tcp —-dport 110 -j DROP
# iptables -A OUTPUT -p udp -d 193.6.5.33 -j DROP
#

iptables -1I

# iptables -L -vn

Chain
pkts

Chain
pkts

Chain
pkts
0

0

0

INPUT (policy ACCEPT 112K packets, 92M bytes)
bytes target prot opt in out source destination
FORWARD (policy DROP 0 packets, 0 bytes)
bytes target prot opt in out source destination
OUTPUT (policy ACCEPT 104K packets, 21M bytes)
bytes target prot opt in out source destination

0 ACCEPT tcp -- * * 0.0.0.0/0 193.6.5.4

0 DROP tcp -- * * 0.0.0.0/0 0.0.0.0/0

0 DROP udp -- * * 0.0.0.0/0 193.6.5.33

# telnet 193.6.5.33 110
Trying 193.6.5.33...
telnet: Unable to connect to remote host: Connection timed out

OUTPUT 1 -p tcp —-dport 110 -d 193.6.5.4 -7 ACCEPT

tcp dpt:110
tcp dpt:110
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# telnet 193.6.5.33 110
Trying 193.6.5.33...
telnet: Unable to connect to remote host: Connection timed out

# telnet 193.6.5.4 110

Trying 193.6.5.4...

Connected to 193.6.5.4.

Escape character is '"*]'.

+0OK ME-IIT Hera MailServer welcomes you. Fear the Greek gods.
™

telnet> close

Connection closed.

# host 193.6.10.2 193.6.5.33
193.6.10.2 PTR record not found at zeus.iit.uni-miskolc.hu, try agailn

Chain OUTPUT (policy ACCEPT 105K packets, 21M bytes)

pkts bytes target prot opt in out source destination
5 268 ACCEPT tcp -- * * 0.0.0.0/0 193.6.5.4 tcp dpt:110
7 420 DROP tcp -- * * 0.0.0.0/0 0.0.0.0/0 tcp dpt:110

20 13604 DROP udp -- * % 0.0.0.0/0 193.6.5.33
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STATEFUL:
Chain INPUT (policy DROP 0 packets, 0 bytes)
pkts bytes target prot opt in out source destination
4 1114 ACCEPT 0 == % & 0.0.0.0/0 0.0.0.0/0
state RELATED, ESTABLI
0 0 ACCEPT 0 -- lo * 0.0.0.0/0 0.0.0.0/0
0 0 ACCEPT icmp -- % W 0.0.0.0/0 0.0.0.0/0
0 0 LOG tcp -- % * 0.0.0.0/0 0.0.0.0/0
state NEW tcp dpt:22
0 0 REJECT tcp -- % * 0.0.0.0/0 0.0.0.0/0
state NEW tcp dpt:113
0 0 ACCEPT 0 -—- * * 193.6.2.2 0.0.0.0/0
0 0 ACCEPT 0 -- * * 193.6.5.32 0.0.0.0/0
29 3553 ACCEPT 0 -- * * 193.6.5.0/24 0.0.0.0/0
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> NAT

Chain PREROUTING (policy ACCEPT 32168 packets, 1925K bytes)

pkts bytes target prot opt in out source destination
0 0 DNAT udp -- ethl * 0.0.0.0/0 192.168.2.100 udp dpt:9176 to:192.168.1.11
0 0 DNAT tcp -- ethl * 0.0.0.0/0 192.168.2.100 tcp dpt:9176 to0:192.168.1.11
137 10944 ACCEPT all -- ethl * 0.0.0.0/0 192.168.2.100
10233 1156K DROP all -- ethl * 0.0.0.0/0 0.0.0.0/0

Chain POSTROUTING (policy ACCEPT 3 packets, 215 bytes)
pkts bytes target prot opt in out source destination
27073 1526K MASQUERADE all -- * ethl 0.0.0.0/0 0.0.0.0/0
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Stovabbi targetek
oLOG

«REJECT

«SNAT, DNAT, REDIRECT
+MARK

ostb. jO sok
>modulok, match-ek
oState

olimit, hashlimit
elength

emultiport

esOWNEr

«stb, még tobb
osajat lancok




